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ABSTRACT 

 
ARTICLE INFO 

Document clustering is one of the effective methods for the data inspection, we can 

examine the no of files in computer analysis and the data of files are of the 

unstructured text form. From the document clustering algorithms we can facilate the 

knowledge discover the new and useful data from document under analysis. In this 

clustering of document there are different types of algorithms like k-means , k-

medoids used that are applied to five real-world datasets obtained from computers 

seized in real-world investigations. Experiments have been performed with different 

combinations of parameters, resulting in 16 different instantiations of algorithms. In 

addition, two relative validity indexes were used to automatically estimate the number 

of clusters. Related studies in the literature are significantly more limited than our 

study. Our experiments show that the Average Link and Complete Link algorithms 

provide the best results for our application domain. If suitably initialized, partition 

algorithms (K-means and K- medoids) can also yield to very good results. In this 

paper we can facilate the security of the cluster data with the help of password 

(OTP).Here the work is being inspired by motivation of finding conceptual clusters 

among the given documents set. 
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I. INTRODUCTION 

Clustering is a division of data into groups of similar objects. 

Each group, called cluster, consists of objects that are 

similar between themselves and dissimilar to objects of 

other groups. in other words, the goal of a good document 

clustering scheme is to minimize intra-cluster distances 

between documents, while maximizing inter-cluster 

distances the main purpose of clustering is to locate 

information and in the present day context, to locate most 

relevant electronic resources. the research in clustering 

eventually led to automatic indexing --- to index as well as 

to retrieve electronic records. clustering algorithm identifies 

[4] the accurate data from the analysis of little knowledge or 

no prior knowledge data. computer forensics have unlabeled 

[4] objects. in previous analysis have labeled object design 

or supervised learning setting. digital forensics 

investigations have a variety of applications. the most 

Common is to support or refute a hypothesis before criminal 

or civil, courts; forensics may also feature in the private 

sector such as during internal corporate investigations. 

II. RELATED WORK 

In previous all Researches ,There are very few studies 

reporting the use of clustering algorithm in the computer 

forensic ; but every research explains the traditional 

algorithm for clustering data. e.g.(EM) Expection- 

Maximization for unsupervised learning of Gaussion 

mixture models, k-means , fuzzy c-means(FCM) & self 

orgnisig in maps (SOM).K-means & FCM can be explained 

in a very few cases of EM algorithm like  , in their turn 

generally have inductive basies similer to k-means but are 

usually less computationally efficient. 
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K-Means Algorithm: 

 

K-Means is one of the simplest unsupervised learning 

algorithms that solve the well known clustering problem. 

The procedure follows a simple and easy way to classify a 

given data set through a certain number of clusters (assume 

k clusters) fixed a priori. The main idea is to define k 

centroids, one for each cluster.  

These centroids should be placed in a cunning way because 

of different location causes different result. So, the better 

choice is to place them as much as possible far away from 

each other. The next step is to take each point belonging to a 

given data set and associate it to the nearest centroid. When 

no point is pending, the first step is completed and an early 

group age is done. At this point we need to re-calculate k 

new centroids as bary centers of the clusters resulting from 

the previous step. 

After we have these k new centroids, a new binding has to 

be done between the same data set points and the nearest 

new centroid. A loop has been generated. As a result of this 

loop we may notice that the k centroids change their 

location step by step until no more changes are done. 

In other words centroids do not move anymore finally, this 

algorithm aims at minimizing an objective function, in this 

case a squared error function. The objective function 

,Where is a chosen distance measure between a data point 

and the cluster centre , is an indicator of the distance of the 

n data points from their respective cluster centres. 

 

The algorithm is composed of the following steps: 

1. Place K points into the space represented by the 

objects that are being clustered. These points represent 

initial 

group centroids. 

2. Assign each object to the group that has the closest 

centroid. 

3. When all objects have been assigned, recalculate the 

positions of the K centroids. 

 

              Advanced Encryption Standard (AES) 

 

     Advanced Encryption Standard (AES) Published by 

NIST in Nov 2001: FIPS PUB 197 FIPS PUB 197  Based 

on a competition won by Rijmen and Daemen (Rijndael) 

from Belgium  22 submissions, 7 did not satisfy all 

requirements 15 submissions 5 finalists: Mars, RC6, 

Rijndael, Serpent, Twofish. Winner: Rijndael.  Rijndael 

allows many block sizes and key sizes  AES restricts it to: 

 Block Size: 128 bits  Key sizes: 128, 192, 256 (AES-

128, AES-192, AES-256)  An iterative rather than Feistel 

cipher An iterative rather than Feistel cipher  operates on 

entire data block in every round operates on entire data 

block in every round  Byte operations: Easy to implement 

in software Byte operations: Easy to implement in software 

 

 

Basic Structure of AES Basic Structure of AES   

 

# Rounds Nr = 6 + max{Nb, Nk}  

  Nb = 32-bit words in the block  

 Nk = 32-bit words in key  

 AES-128: 10   

AES-192: 12 

 AES-256: 14 

 

1. Substitute Bytes  

 Each byte is replaced by byte indexed by row (left 4 Each 

byte is replaced by byte indexed by row (left 4-bits) & bits) 

& column (right 4 column (right 4-bits) of a 16x16 table 

 

2. Shift Rows 

 1st row is unchanged row is unchanged  

2nd row does 1 byte circular shift to left row does 1 byte 

circular shift to left  

3rd row does 2 byte circular shift to left 3rd row does 2 byte 

circular shift to left  

4th row does 3 byte circular shift to left 4th row does 3 byte 

circular shift to left  

 

 For clustering of files SOM based algorithms are 

used [8] and another use for algorithm is decision making 

process is performed by examiner more efficient. The 

literature on Computer Forensics only reports the use of 

algorithms that assume that the number of clusters is known 

and fixed a priori by the user. Aimed at relaxing this 

assumption, which is often unrealistic in practical 

applications, a common approach in other domains involves 

estimating the number of clusters from data. Essentially, one 

induces different data partitions (with different numbers of 

clusters) and then assesses them with a relative validity 

index in order to estimate the best value for the number of 

clusters. 

III. EXISTING SYSTEM 

 

Clustering algorithms are typically used for exploratory data 

analysis, where there is little or no prior knowledge about 

the data. This is precisely the case in several applications of 

Computer Forensics, including the one addressed in our 

work. From a more technical viewpoint, our datasets consist 

of unlabeled objects—the classes or categories of 

documents that can be found are a priori unknown. 

Moreover, even assuming that labeled datasets could be 

available from previous analyses, there is almost no hope 

that the same classes (possibly learned earlier by a classifier 

in a supervised learning setting) would be still valid for the 

upcoming data, obtained from other computers and 

associated to different investigation processes. More 

precisely, it is likely that the new data sample would come 

from a different population. In this context, the use of 

clustering algorithms, which are capable of finding latent 

patterns from text documents found in seized computers, 

can enhance the analysis performed by the expert examiner. 

The rationale behind clustering algorithms is that objects 

within a valid cluster are more similar to each other than 

they are to objects belonging to a different cluster. Thus, 

once a data partition has been induced from data, the expert 

examiner might initially focus on reviewing representative 

documents from the obtained set of clusters. Then, after this 

preliminary analysis(s) he may eventually decide to 

scrutinize other documents from each cluster. By doing so, 

one can avoid the hard task of examining all the documents 

(individually) but, even if so desired, it still could be done. 
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IV.  PROPOSED SYSTEM 

Clustering algorithms have been studied for decades, and 

the literature on the subject is huge. Therefore, we decided 

to choose a set of (six) representative algorithm in order to 

show the potential of the proposed approach, namely: the 

partitional k-means and k-medoids, the hierarchical 

single/complete/average link, and the cluster ensemble 

algorithm known as cspa. these algorithms were run with 

different combinations of their parameters, resulting in 

sixteen different algorithmic instantiations. Thus, as a 

contribution of our work, we compare their relative 

performances on the studied application domain—using five 

real-world investigation cases conducted by the Brazilian 

Federal Police Department.  

 
 
  Fig 1. System Architecture 

 

In order to make the comparative analysis of the algorithms 

more realistic, two relative validity indexes have been used 

to estimate the number of clusters automatically from data. 

V. FUTURE WORK 

 

The more effective technique such machine learning 

algorithm for finding sequential patterns can be adopted. 

Dictionary of found sequential patterns may be created for 

Sub-sequent processing to achieve more time efficiency. As 

the number of clusters is not user defined, the number of 

cluster may increase as sparse document increase, so we can 

move towards predefined number of cluster method 

VI. CONCLUSION  

Clustering has a number of applications in every field of life. 

We are applying this technique whether knowingly or 

unknowingly in day-to-day life. One has to cluster a lot of 

thing on the basis of similarity either consciously or 

unconsciously. Clustering is often one of the first steps in 

data mining analysis. The partitioned K-means algorithm 

also achieved good results when properly initialized. 

Considering the approaches for estimating the number of 

clusters, the relative validity criterion known as silhouette 

has shown to simplified version.It identifies groups of 

related records that can be used as a starting point for 

exploring further relationships. In addition, some of our 

results suggest that using the file names along with the 

document content information may be useful for cluster 

ensemble algorithms. Most importantly, we observed that 

clustering algorithms indeed tend to induce clusters formed 

by either relevant or irrelevant documents, thus contributing 

to enhance the expert examiner’s job. 
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